
Event:  compromised computer

Report to Customer Support immediately.
- Enter into Remedy database; restricted area

UCSF Security Office immediately:
- investigate:   determine cause of problem and type of information residing on that machine
- Coordinate with other individuals on the list (ITS Incident Response List)

Machine contains EPHI Machine does not contain EPHI

EPHI protected from
disclosure

EPHI not protected from
disclosure

Privacy Officer oversees generation of Incident Report

Compliance Committee reviews incident and results of
investigation

The Privacy Officer will facilitate the notification of the following as appropriate:
- HR
- Manager, Department Chair, Associate Director, Dean, etc.
- Employee
- Patient whose PHI/personal information was compromised
- UCOP
- OCR
- Re-educate user(s)

Machine contains personal
information (as per SB1386)

Machine  does not contain
personal information

Where personal information is involved:
- Work with Department Manager, Chair, Associate Director, Dean, etc., as appropriate.
- The SO will coordinate with departments to send notification to individuals as appropriate.
+ Template for notification letter is provided
    + if changes have to be made to the template, the letter must be approved by Legal Team
- Re-educate User(s)

Rebuild machine, patch,
remediate, etc.

Close Remedy ticket
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