Unusual Occurrence
What i1s a “UQ” ?

A UO is any event or condition that has had, or may have,
adverse effects on the health or safety of:

= patients/residents
= visitors

= volunteers

= students

= employees
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If you discover an unusual
occurrence (UO)

Initiate Iimmediate measures =
RISK CONTAINMENT
= Provide appropriate patient care

= Notify the responsible physician if the
Incident involves the clinical care of a patient

= Ensure the environment is safe
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Ways to Report U.O.s

Electronic (on-line reporting) )
. Reporting

Link on the CHN homepage.

Reports should not be printed or exported in
any form.

The UO form “Confidential Report of Unusual
Occurrences” may be completed in the event
that the electronic “web-based” form is not
accessible.
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http://insidechn.chnsf.org/

Sentinel Event

A sentinel event is an unexpected
occurrence involving an individual’s death
or a potential serious physical or

psychological injury related to assessment
and/or treatment.

Patient Safety
Performance Improvement



PATIENT'S RIGHTS

PATIENTS HAVE A RIGHT TO ALL OF THE FOLLOWING:

« Refuse treatment.
« Make their own health care decisions.
e Have an Advance Directive.

 Expect that information about their medical care is kept
confidential.

 Register a complaint without retribution.
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WHAT IS AN ADVANCED DIRECTIVE?

Advance directives have patient’s instructions that
state their choices for medical treatment and/or
designates who should make treatment choices if the
patient lacks medical decision-making capacity.
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WHAT DOES “INFORMED CONSENT” MEAN?

Informed Consent means that the patient has
received an explanation of his or her condition,
treatments, related risks and problems with
recuperation. At SFGH the provider obtaining consent
must check the patient’s comprehension by asking
him or her to explain the above in his or her own

words.
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A PATIENT'S CONFIDENTIALITY
IS PROTECTED BY:

 Releasing patient medical information only
with the patient’s written consent.

 Discussing the patient only in appropriate
places (not in the elevator or cafeteria).

 Not releasing the patient’s medical
Information by phone, fax, or e-mail.
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If you were caring for a patient and you had
ethical concerns, what would you do?

e Talk to your supervisor

 Request a consult from the Ethics
Committee
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You can learn more about Patient Safety and Performance
Improvement by looking at the CHN Intranet site.

http://insidechnsf.chnst. org[
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Privacy & Security Training 101

City and County of San Francisco
Department of Public Health



What is HIPAA?
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Privacy

Health Insurance Portability
and Accountability Act of
1996 (Kennedy/ Kassabaum
Act)

Primary purpose was to
improve health insurance
accessibility for people
changing employers or
leaving the workforce
HIPAA also included
“Administrative
Simplification” provisions
to encourage and protect
the electronic transmission
of health-related data



What did HIPAA Do?

The HIPAA Privacy Rule requires that individually
identifiable health information (PHI) must be protected by
those responsible from unlawful access or disclosure.

Much of the HIPAA Privacy Rule is in concert with pre-
existing California Law.

DPH has developed privacy policies in response to
HIPAA that must be adhered to. Note not everything
HIPAA says do we do in DPH.
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What Did HIPAA Do?

 The Security Rule also identified a set of
minimum security standards which
healthcare organizations must implement
with respect to their electronic information
systems.
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Distribute a Notice of Privacy
Practices

* Notice distributed at points of
registration as one-time event until
changed

 Acknowledgement filed in medical
record

* Notice In target languages
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Patient Rights
under the Privacy Rule

e to request confidential
communications;

/ e to refuse to authorize
disclosures of PHI for
purposes other than
treatment, payment,
and health care
operations.
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Patient Rights
under the Privacy Rule

To obtain the written Notice of
Privacy Practices;

To access medical records/obtain
copies;

To request restrictions on the use
and disclosure of PHI.

To request an accounting of
disclosures.

To authorize disclosure to persons
or entities of choice.
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Use and Disclosure Policy

 When we are using PHI or
other confidential data
Inside the DPH safety net
for treatment, payment, or
health care operations, we
do not need to ask patients
for their approval. We DO
need a job reason for the
access.
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DPH Safety Net

Civil service providers
Contract providers

UCSF affiliates in DPH
care units

UCSF tertiary services
contract providers

EMS, JHS, DSS, HU}
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Minimum Necessary Policy

Privacy

using and disclosing
only the amount of
PHI or other
confidential data
needed to complete a
work-related task.



Minimum Necessary Policy

 DPH providers may,
of course, use the
individual’s entire
record to provide care
Including mental
health.
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It's sO easy!!
Protect our patients’ privacy

Medical Records and
LCR. ..

Do not leave them unattended!!!




Use and Disclosure Policy

 When we are
disclosing (sharing)
a patient’s PHI
outside of Safety

Net, authorization

from patient must be

obtained.
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Disclosure of PHI Requiring
Authorization

« Examples of
necessary
authorizations:

— disclosures of PHI to a
life iInsurance
company;

— disclosures of PHI to
an employer.
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Disclosure of PHI Requiring
Authorization

* Individuals have aright to
revoke authorizations at any
time if they do so in writing.

« DPH shall not deny
treatment based on the
refusal of an individual to
authorize the use or
disclosure of individuals’
PHI.
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Copiers, Faxes, & Voicemall

e Be sure to use DPH
standard fax cover
sheets over PHI.

« Verify receiving fax
machine number
before transmission.

* Include callback
statements.
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Copiers, Faxes & Voicemaill

 Be sure patients have
not restricted
communication before
telephoning.

e Do not leave results on
voicemail.

e Speak only with patient
about results or
appointments.
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Mobile Information Policy

« Use of portable data devices for DPH
purposes must be approved IT
(Information Technology) and
management

9 e Use/store PHI & confidential data on
DPH-approved devices in a secure,
password-protected way.

« DO NOT leave records or approved
devices in your car.

« DO NOT use personal cell phone to
PHOTOGRAPH patients or fellow
employees.
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BE WARY

« If you are aware of activities involving violation of DPH
Information security policies, report them to your
supervisor or local IS Help Desk or support person.

« DO NOT become a pawn for someone else’s
unauthorized activities.
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Privacy/Security Complaints &
Sanctions

‘,\  The Federal Privacy
Rule (HIPAA) requires
DPH to implement
policies & procedures for
complaints, sanctions &
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Complaints about Privacy

 All complaints
regarding privacy
should be referred to
DPH Divisional
Privacy Officers

e Under HIPAA
Individuals can also
direct complaints to
the Secretary of HHS.
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